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Timeline of an attack

An adversary Adversary is Adversary is
infiltrates the discovered evicted.
network.
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Timeline of an attack

An adversary Adversary is Adversary is
infiltrates the discovered evicted.
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Distribution of Pwell Times

60%

50%
Mean (Average): 125 days (about 18 weeks)

40%

Median: 7 days

Inverse Cumulative Percentage (N = 65)

Attacker Dwell Time (days from compromise to detection)

Source: D. E. Brink, “Quantifying the Value of Time in Cyber-Threat Detection and Response,” en,
Aberdeen Group, Tech. Rep. 15218, Jan. 2017.
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Less Dwell Time = Lower Cost of Intrusion

Immediate time to detect and respond

= 100% reduction in business impact How Faster Detection and Response
Reduces the Business Impact of a Data Breach
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4 50% reduction in time to detect and respond

s = about 30% reduction in business impact
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a Status quo time to detect and respond
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Time for Threat Detection and Incident Response, Relative to the Status Quo

Source: D. E. Brink, “Quantifying the Value of Time in Cyber-Threat Detection and Response,” en,
E Aberdeen Group, Tech. Rep. 15218, Jan. 2017.

ELMORE FAMILY
SCHOOL OF ECE



Time to Identify Data Breaches Remains Constant

0 50 100 150 200 250 300

o Days toidentify | | Days to contain

Source: “Cost of a Data Breach Report 2020,” en, IBM Security, Tech. Rep., Jul. 2020. [Online]. Available:
E https://www.ibm.com/security/digital-assets/cost-data-breach-report/1Cost%200f%20a%20Data%20Breach
ElMUREF:MI[V 0/020Rep0rt°/0202020pdf .
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Three Paths to Adversary Discovery

Prevention Response

TH Teams find
adversaries by assuming
an infiltration has occurred.

— g

SOCs detect intruders When an adversary

roles include pen-testers by monitoring for alerts. is detected
P : (by SOC, 3" party

compliance teams
& : or TH Team), the

assessment teams, blue lciderit R
teams and proactive t"ICI ent testﬁonse
SOC defenses. eam evicts the

adversary.

An adversary
infiltrates the
network.

—*

Proactive cybersecurity

The network owners may be
notified by a third party that an
? intrusion has occurred.
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Three Paths to Adversary Discovery

Prevention Response

TH Teams find
adversaries by assuming
an infiltration_has occurred.

An adversary
infiltrates the
network.

—*

Proactive cybersecurity
roles include pen-testers,
compliance teams,
assessment teams, blue IO" T: Ttezm), the
teams and proactive ncident Response

SOC defenses. g team evicts the
adversary.

The network owners may be
notified by a third party that an
? intrusion has occurred.
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When an adversary
is detected
(by SOC, 3" party

SOCs detect intruders
by monitoring for alerts.




Private Sector TH teams

N
T AC \\‘\
CROWDSTRIKE

Booz | Allen | Hamilton



Government TH Teams

Sandia
National
Laboratories
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TH Frameworks

e Lockheed Kill Chain

Source: S. Commerce, “A "Kill Chain" analysis of the 2013 target data breach,” in The Target Store Data
' Breaches: Examination and Insight, Jan. 2014, pp. 41-60.
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TH Frameworks

e Lockheed Kill Chain
e Mitre ATT&CK

Source: S. Commerce, “A "Kill Chain" analysis of the 2013 target data breach,” in The Target Store Data
' Breaches: Examination and Insight, Jan. 2014, pp. 41-60.
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TH Frameworks

e Lockheed Kill Chain
e Mitre ATT&CK
e Hypothesis Checking

Threat Methodology

e

Source: R. van Os, M. Bakker, R. Bouman, M. D. van Leeuwen, M. van der Kraan, and W. Mentges,
E TaHiTI: A threat hunting methodology, Dec. 2018. [Online]. Available:

EGIRE R https://www.betaalvereniging.nl/wp-content/uploads/TaHiTI-Threat-Hunting-Methodology-whitepaper.pdf .
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TH Frameworks

A eTough!

e |Lockheed Kill Chain
e Mitre ATT&CK )
Tools eChallengin
e Hypothesis Checking gINE
e Pyramid of Pain Hgit,&”r(t)i;gﬁts e Annoying
Domain Names eSimple

Source: Davidjbianco, Enterprise Detection & Response: The Pyramid of Pain, Mar. 2013. [Online].
E Available: https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html .
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TH Maturity Model

* Relies
primarily on
automated
alerting

e Little or no

routine data

collection

¢ [ncorporates
threat
intelligence
indicator
searches

* Moderate or

high level of

routine data
collections

HMM2

Procedural —

¢ Follows data
analysis
procedures
created by
others

e High or very
high level of
routine data
collection

R P

¢ Creates new
data analysis
procedures
¢ High or very
high level of
routine data
collection

HMM4

Leading

¢ Automates
the majority
of successful
data analysis
procedures
e High or very
high level of
routine data
collection

Source: D. Bianco, A Simple Hunting Maturity Model, en, Blog. [Online]. Available:
http://detect-respond.blogspot.com/2015/10/a-simple-hunting-maturity-model.html .
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Most TH Teams Operate Ad Hoc
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16.0%

™ Yes, we have defined our own hunting
27.1% methodology and follow it.

® Yes, we follow a published external
methodology.

7.2%

™ Yes, our hunting process is largely ad hoc
and dependent on what we need.

4.6%
® Yes, we outsource to a third party that uses
its own methodology.

= Now, we don't do any threat hunting.

45.1%

Source: W. R. Lee and R. M. Lee, The Hunter Strikes Back: The SANS 2017 Threat Hunting Survey, en,
2017.
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Targeted Hunting integrating Threat Intelligence (TaHiTI)

Y )
(Phase I: Initiate Phase II: Hunt P (Phase 11l: Finalize

Handover

Trigger hunt

refine

Create
investigation
abstract

Document
findings

Define / refine Execute

Enrich investigation

Retrieve data
abstract

e

Determine hypothesis Analyze data -

Determine data sources Validate hypothesis

Determine analysis
techniques

< III

& ) & & 4

Source: R. van Os, M. Bakker, R. Bouman, M. D. van Leeuwen, M. van der Kraan, and W. Mentges,
E TaHiTI: A threat hunting methodology, Dec. 2018. [Online]. Available:
FLMORE EAMLLY https://www.betaalvereniging.nl/wp-content/uploads/TaHiTI-Threat-Hunting-Methodology-whitepaper.pdf .
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Government TH Teams

Sandia
National
Laboratories
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Modelling the Cognitive Work of CPTs (Trent et al.

N\

Information >
Exchange ‘
T Continuo:
PLANNING &LOGISTICS MONITORING&COLLECTION [t
Evaluatedinall
experimental I .
tasis | involes imvo lves
Orders 2 Receive Supported ¥ = r
Approwals Mission || Organization’s Initial implement [
Resources Statement 'e'lgfs Problem Meeting Objectives N
Statement with “ &Tasks
Interpretations /7 .\ = - Supporte T —
Attribution{_ mellgence ') he Initial Analysis Organization | oo 1P Analysis I
Guidance ~\ 2M e, (Indicatorsof 1 | ¢
~ Compromise) Integrate
Approvals /" supported Preliminary A Information Kkt
HostAccess " organcation | . InfoAbout . 1 1
Network Access "\ /|| Phnning Supported Deploy/Adjust — J
— is | Organization’s Sensors Y s I
based | Network Analysis
on
f CollectData
deveiopmentof & Rllean .
ngagement | enables
L Collect | Collect | ‘
jecth Network Host = r T
Objectives ‘ Pprioritzed | Data Data Terrain Threat
o [ | Jsts ‘ Characterization | | Characterization
TasksPlan cons;sls S —‘ ‘
[l ™ of
areof includes includes
. isdone J J
Objectives via < o it
= Identifying:
then Tz Passive Active - Network + False Alrms
i Collection Collection Configurations Anomalies
* Hosts Malicious
1 an o « Services Activities
. V! L move e * Logical/Physical | | * Potential Threats
Briefup the Conduct Map andVulnerabilities
Chain of Administration k ¥
[ Command andtoghtics Tappin Network | [“uinerability | Host/Network
the Configuration | Scan Scan
Network Collection |
Image AgentBased
1 Capture Collection
Evaluate ‘
Risk
I 7
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[ Tindues |
g W

___+  Reports& ‘ Follow-on

Briefings activities

includes caninclude

Findings and « Training for the
Recommendations || Supported
Organization
g
Status Checl
e * Checkon
Implemented
b Mitigations
Triage, Mitigation, * Changesto
or Other Actions Best Practices
|
canbe
conducted by

[

Cyber Protection
Team (CPT)

Supported
Organkzation
with CPT
Assistance

Supported
Organization

Source: S. Trent, R. R. Hoffman, D. Merritt, and S. Smith, “Modelling the Cognitive Work of Cyber
Protection Teams,” The Cyber Defense Review, vol. 4, no. 1, pp. 125-136, 2019, Publisher: Army Cyber
Institute, issn: 2474-2120. [Online]. Available: http://www.jstor.org/stable/26623071 .
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Cyber security turnover

Less than
one year

1-2 years
3-4 years
5-7 years

8-10 years

11+ years

0 20% 40%
Source: Cyber Security Analyst Demographics And Statistics In The US. [Online]. Available:
https://lwww.zippia.com/cyber-security-analyst-jobs/demographics/ .
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Research Questions

e Theme #1: Process
o RQ1.1: What processes are currently used by government TH teams?
o RQ1.2: What shortcomings exist with current government TH processes and what can be
done to alleviate these shortcomings?

e Theme #2: New Members
o RQ2.1: How do newer members fit into government TH processes?
o RQ2.2: How could government TH process changes facilitate the integration of less expert
members?
o RQ2.3: What features indicate expertise to government TH team members?

S
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Methodology
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Methodology

e Semi-structured interviews
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Methodology

e Semi-structured interviews
o Requested hand-drawn process diagrams

Hunt and

Baseline Report

Write Report

4 ©
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Methodology

e Semi-structured interviews
e Recruitment
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Methodology

e Semi-structured interviews

e Recruitment
o 12 subjects

Position
Leadership
Team Leads

Analysts

ELMORE FAMILY
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# Subjects
4

4
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Methodology

e Semi-structured interviews

e Recruitment
o 12 subjects

Organization
Coast Guard Cyber Command
CISA
Sandia National Labs

Private Sector

S
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# of Subjects
10
3
1
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Methodology
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Semi-structured interviews

Recruitment
o 12 subjects

4
3
a
i
g 2
=]
7]
S
e
| .
0
<1 1 2 3 4 5+

Years of Experince
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Methodology

e Semi-structured interviews

e Recruitment
o 12 subjects

# of Subjects

[p]

[

<5

A Jo
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59

10-14

# of Missions

15-20

20+
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Methodology

e Semi-structured interviews
e Recruitment
e Interview instrument

A ®
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Methodology

e Semi-structured interviews
e Recruitment

e Interview instrument

o 2internal pilots
o lteratively developed

A VA
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Changed

Unchanged

8.3%
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Methodology

e Semi-structured interviews

e Recruitment _

e Interview instrument creation * Whatis agood measure of a
o 2internal pilots member’s expertise?

Experience?

Certifications?

Personality?

Willingness to put in own time?

Is this different for potential?

o lteratively developed
o 9 follow up questions added

© O O O O
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Methodology

Semi-structured interviews
Recruitment

Interview instrument creation
Conduct interviews

S
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Methodology

e Sanitization
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Methodology

e Sanitization

o National Security/Classification
o Anonymization

A VA
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Methodology

e Sanitization
e Thematic Coding
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Interviewer: Question?

Methodology

Anonymized Subject: Answer. Answer.
e Sanitization Answer. Answer. Answer. Answer.
e Thematic Coding Answer. Answer. Answer.

Answer. Answer. Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer.

Interviewer: Question?

Anonymized Subject: Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer. Answer.

S

e Ly Answer. Answer. Answer. Answer.




Interviewer: Question?

Methodology
Anonymized Subject: Answer. Answer.
e Sanitization Answer. Answer. Answer. Answer.
e Thematic Coding Answer. Answer. Answer.
o 636 Memos

Answer. Answer. Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer.

Interviewer: Question?

Anonymized Subject: ARSWer Answer

Answer. Answer. Answer. Answer.
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Methodology

e Sanitization -\

e Thematic Coding
o 636 Memos

Mamof2 <
Memofs <

>

ELMORE FAMILY

Interviewer: Question?

Anonymized Subject:

Interviewer: Question?

Anonymized Subject:

Answer. Answer. Answer. Answer.

SCHOOL OF ECE
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Methodology

e Sanitization

e Thematic Coding

o 636 Memos
o 58 Themes

S
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Process
Creation

Hypothesis
Method
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Interviewer: Question?

Methodology
Anonymized Subject: Answer. Answer.
e Sanitization Answer. Answer. Answer. Answer.
e Thematic Coding | Answer. Answer. Answer. Process
o 636 Memos Creation
o 58 Themes Answer. Answer. Answer. Answer.

Answer. Answer. Answer. Answer.

Answer. Answer.

| | Hypothesis
Interviewer: Question? Method

Anonymized Subject: Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer. Answer.

S

ELVORE FAMILY Answer. Answer. Answer. Answer. 45
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Interviewer: Question?

Methodology
Anonymized Subject: Answer. Answer.
e Sanitization Answer. Answer. Answer. Answer. \
e Thematic Coding |Answer. Answer. Answer. Process
o 636 Memos Creation
o 58 Themes Answer. Answer. Answer. Answer.

Answer. Answer. Answer. Answer.

Answer. Answer. \
W Hypothesis

Interviewer: Question? Method

d

Anonymized Subject: Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer. Answer.

S

ELVORE FAMILY Answer. Answer. Answer. Answer. 46

SCHOOLOF ECE

Anrncwwoar Ancwwar Ancwoar Ancewaoar



Methodology

e Sanitization
e Thematic Coding
e Process Coding

el ©
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Methodology Interviewer: Question?

Anonymized Subject: Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer. Answer.

e Sanitization

e Thematic Coding
e Process Coding
Answer. Answer. Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer.

Interviewer: Question?

Methodology

Anonymized Subject: Answer. Answer.
Answer. Answer. Answer. Answer.
E Answer. Answer. Answer.

®
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Methodology
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Sanitization
Thematic Coding
Process Coding

Code #1

Code #2

Not in
TaHITI

Interviewer: Question?

Anonymized Subject: Answer. Answer.

Answer. Answer. Answer. Answer.
Answer. Answer. Answer.

Answer. Answer. Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer.

Interviewer: Question?

Anonymized Subject: Answer. Answer.

Answer. Answer. Answer. Answer.
Answer. Answer. Answer.

Answer. Answer. Answer. Answer.
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Methodology

e Sanitization
e Thematic Coding
e Process Coding

Code #1

Code #2

Not in
TaHITI
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Interviewer: Question?

Anonymized Subject: Answer. Answer.

Answer. Answer. Answer. Answer.
/Answer. Answer. Answer.

Answer. Answer. Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer.

Interviewer: Question?

Anonymized Subject: Answer. Answer.

Answer. Answer. Answer. Answer.
4
Answer. Answer. Answer.

Answer. Answer. Answer. Answer.
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Methodology

Sanitization
Thematic Coding
Process Coding
Interrater Agreement

4 ©
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Methodology

Sanitization
Thematic Coding
Process Coding

Interrater Agreement
o Kappa .82

S
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Interviewer: Question?

Anonymized Subject: Answer. Answer.
Answer. Answer. Answer. Answer. \
Answer. Answer. Answer.

Answer. Answer. Answer. Answer.
Answer. Answer. Answer. Answer.

Answer. Answer. \

Interviewer: Question? /

Anonymized Subject: Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer. Answer.

Answer. Answer. Answer. Answer.

Anrncwwoar Ancwwar Ancwoar Ancewaoar

Process
Creation

Hypothesis
Method
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Methodology

Sanitization
Thematic Coding
Process Coding

Interrater Agreement
o Kappa .82
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Interviewer: Question?

Anonymized Subject: Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer. Answer.

Answer. Answer. Answer. Answer.
Answer. Answer. Answer. Answer. ?
Answer. Answer.

Interviewer: Question?

Anonymized Subject: Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer. Answer.

Answer. Answer. Answer. Answer.
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Process
Creation

Hypothesis
Method
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Methodology

S
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Sanitization
Thematic Coding
Process Coding

Interrater Agreement
o Kappa .82

Interviewer: Question?

Anonymized Subject: Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer. Answer.

Answer. Answer. Answer. Answer.
Answer. Answer. Answer. Answer. ?
Answer. Answer.

Interviewer: Question?

Anonymized Subject: Answer. Answer.
Answer. Answer. Answer. Answer.
Answer. Answer. Answer.

Answer. Answer. Answer. Answer.

Anrncwwoar Ancwwar Ancwoar Ancewaoar

Code #1

Code #2

Code #3

Code #4

Code #5

Code #6

Code ...

Code #58
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Cumulative Number of Codes After Each Interview

70

40

G == Codes

£ of Codes

20
10

1 2 3 4 5 6 7 8 9 10 11 12
# of Subject

S
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Unique codes observed at each interview
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50
45
4

o

3

(53]

30
2

[$)]

2

o

1

[$2]

1

o U o

||||||||||||-Unquec“es
1 2 3 4 5 6 7 8 9 10 11 12
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Limitations

e A sample size of 12 is small
o Not uncommon
o  Sufficiently large for homogenous populations

e One researcher did most of the work
o Kappa .82

e Self reported

o Used best practices
e Limited generalizability
o  Only seeking to describe what was observed within government teams

S
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Results
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RQ1.1: What processes are currently used by
government TH teams?
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Detailed Diagrams
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Intel Specific

PAI

Indicators

Internet Feeds

Current Attack Trends

A 4

Scoping the Intel
Enviroment
A
A4 v
Mission Planning » Speazgl;ci)gand »( Data Collection » Baselining
A T

Alerts

Anomalous
(Statistical or
Machine Learning)

Behavioral (ATT&CK)
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Linear Diagrams

Sensor Placement
(at least 2 weeks out)
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CPT on scene
(0 day)

Baseline
(1-3 days)

Data
(3-12 days)

QOutbrief
(13-14 days)
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The Simplest Diagram
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Baseline

Hunt and
Report

Write Report
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The Simplest Diagram

“Then, for the hunt section, the reason why it’s just a nebulous cloud is because
that’s kind of what it is right now. We just hunt.”

Hunt and
Report

Baseline Write Report

S
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The Observed Process

Manual Analysis Loop [Compare to
known 10Cs
. and RFI to
Normal activity e
Begin Hunt owner (is this|
normal?)
] D
i activity 1 abnormal
Ignore (statistical or? connections
::grt‘:é i machine : or activity
e + learning) :
activity LT ! o
| i
_____________ .\ Check
: Create/update behavioral
— o
Customize cremeenees . ————— __baseline activity
B tools and H : ATT&CK
analytics | Waitfor | Report/
based on [jdatatober ‘ document TTPs/
plan i ! 1 collected } Out of outbrief/
: : time end engagement
ElISCK ‘ N\ ATT&CK
Automatic Alert Analysis Loop
i - A Shift to
P — b el Complete host r activity'y_. incldent
: Analysts e ¥ P response
H positive | data to forensics
' seek out their host
; own intel
Intelligence E H
] Collecl- Collect Collect #m -
| =+ | current 10Cs False positive)
i SPeciic | oacker TTPs c
ithreat intel: . +—Continuous Intel Support ompare to
Lo i | trends ATT&CK Tune known 10Cs and
9 detection [«—Normal activity— RFI to Network
0 systems Owner (Is this
= Normal?)
o
]
[
2 Legend
_____ Information Sources © Symbol Description
Intel Provided| | Publicly ! Classified or £ ", [subjects indicated that this occur on some teams
By Other i Available ' Subscription © A . - . . .
o aynlzations ! information i ﬁ 4= [Indicates the possibility of applying the Pyramid of Pain
g (Social Media); ATT&CK [indicates the use of Mitre Att&CK Framework
© > Team is off site | Team is on site
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From Data to Process

Hunt and

Baseline

Report

Begin Hunt

Proactive
4 hunt

Write Report

Sensor Placement
(at least 2 weeks out)

CPT on scene
(0 day)
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Baseline

pen Source |
{ Reposiories |

Classiied or
Subscription
Feeds

Continuous Intel Support

2
@
c
S
@
¢
2
s
£
g
&y

Team is off site

ignore
further
related
actvity

Triage”
alerts

Team is on site

Automatic Alert Analysls Loop

Manual Analysls Loop [Compare o
known 10Cs
and RFI o
Normal activiy- iy
lowner (s this
normal?)
i
D
i activity | abnomal
tatistical ori | connections
machine or activity

leaming)

Createtupdate|
baseline _

ATT&CK

outof
time

Shittto

Trace Adversary_| oot

| network Complete host iy | egponse
positive | data to forensics

hos

False positive

Compare to
known 10Cs and
Normal activity— RFI to Network
Owner (Is this
Normal?)

Tegend
Symbol Description

[Sublects indicated that this occur on some teams.
A |Indicates the possibilty of applying the Pyramid of Pain
ATT&CK [indicates the use of Mitre AUSCK Framework

(1-3 days)

Data
(3-12 days)

Qutbrief
(13-14 days)
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From Data to Process

Begin Hunt

7 Tntel ™\
| Triggered |

\_Hunt _/

We may have Intel ... like current events, if
there's like a current prevalent, exploit that's
being used, that you're seeing in the news,
something that everyone would know about.

[Cofiect

current

atacker
trends

Collect
+ specifi|
reat int

10Cs

TIPS

Information Sources.

Colioctam

hrTacK

(Customize
tools and

t—‘

ontinuous Intel Support

Intel Specific

PAI

Scoping the
Enviroment

Intel

Intel Provided
By Other
Organizations

Indicators

A 4

Mission Planning

Specific Tool and
Analytics

Data Collection

> Baselining

Internet Feeds

]
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Current Attack Trends

Alerts

Team arrives on site

Team is off site

Manual Analysls Loop [Compare o
known 10Cs
and RFI o

Normal activiy- network

ignore
further
related
actvity

lowner (s this
nomal?) |

D
abnormal

connections
or activity

benavioral
activity
ATT&CK

outof
time

Automatic Alert Analysls Loop

Shitto
. Trace Adversary | incigent
Trage™™  Tue | network | | Compiete host acivty | eaponse
alens [Tpositve | datato forensics
A host

False positive

Compare to
known 10Cs and
Normal activity— RFI to Network
Owner (Is this
Normal?)

Tegend
Symbol Description
.. [Sublects indicated that this occur on some teams

4 [Indicates the possibility of applying the Pyramid of Pain
ATT&CK [indicates the use of Mitre AUSCK Framework

Team is on site

Anomalous
(Statistical or
Machine Learning)

Behavioral (ATT&CK)
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The Observed Process

]
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Begin Hunt

Proactive

Begin Hunt

- - - - -
- -~
7’ ~

/ Proactive
‘\ hunt ,"
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riggered
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pen Source §
{ Reposiories |

Classiied or
Subscription
Feeds

2
@
c
S
@
¢
2
s
£
g
&y

Team is off site

ignore
further
related
actvity

Team is on site
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The Observed Process
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The Observed Process
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The Observed Process
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ATT&CK [indicates the use of Mitre AUSCK Framework
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Frameworks incorporated

TH Frameworks

Mitre ATT&CK
Hypothesis Checking
Lockheed's Kill Chain

Pyramid of Pain

S
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# Subjects who used the
framework (# of organizations)

11 (3)
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RQ1.2: What shortcomings exist with current
government TH processes and what can be
done to alleviate these shortcomings?
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RQ1.2: Process shortcomings

Shortcoming # Subjects (# organizations)
Too little automation 7 (3)
Poor threat intelligence 5 (2)
Teams lack needed data 5 (2)
Insufficient process detail 5 (2)
Side-tracked analysts 4 (2)
High turnover 4 (2)
4 (1)

E Inaccurate task tracking

®
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Too little automation

e 7/ subjects had this complaint

e 2 subjects were hesitant

o Tasks should not be automated
o TH cannot be automated

‘Hunting in general should start where automation stops. ... Because you have
these SOC automation tools ... but with threat hunting, the premise, the
fundamental assumption, is that the sophisticated adversary already bypassed all
that and now you have to apply the manual technique to be able to find them. ... |
think to some point it’s good to automate some things that are repetitive, ... But |
think most of the analytical work should still be relying on [the] human factor.”

S

ELMORE FAMILY
SCHOOL OF ECE

78



Poor threat intelligence

e 5 subjects had this complaint
o Intel was not helpful (3 subjects)

o Intel seemed random (2 subjects)
o Intel personnel did not understand the mission (1 subject)

e 5 subjects mentioned intelligence and did not complain

“‘We have the [intelligence component] gather the Intel for us before we go on a
mission. Usually, | honestly don’t know how they do it because it doesn’t make
sense. ... It seems like they just randomly pick out APTs [Advanced Persistent

Threats] to go after.”

S
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RQ2.1: How do newer members fit into
government TH processes?
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RQ2.1: How new members fit into the process

e Simple Tasks (3 subjects)
e Used for feedback (3 subjects)
e Sometimes a hindrance (1 subject)
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RQ2.1: How new members fit into the process

e Simple Tasks (3 subjects)
e Used for feedback (3 subjects)
e Sometimes a hindrance (1 subject)

Recommendation # Subjects (# Organizations)
Cybersecurity Education &
: 5 (3)
Experience
Computer & Networking Basics 5 (1)
Number of missions 4 (1)

S
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RQ2.2: How could government TH process
changes facilitate the integration of less
expert members?
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RQZ2.2: Facilitating the integration of less expert members

Recommendation # Subjects (# Organizations)
Pairing Members 7 (3)
Process Documentation 6 (3)
Task Separation 4 (1)
Training 3 (2)
Personnel Issues 2(1)

S
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Pairing Members

e / subjects recommended this practice

e 2 critical subjects
o Slows down the process
o  Must be interactive

“One of the things we did ... that | thought was really useful is doing a threat hunt
with fellow [team] member. They kind of had experience looking a lot of the data
and the host forensic side things and so | was able to learn a lot from them ... so |
thought that was really useful. | think like a lot of shoulder surfing kind of
experiences, | think that would be useful.”

S
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Process Documentation

e 06 subjects recommended this practice
o Ensuring a standard quality of work (2 subjects)
o Providing guidance (4 subjects)

e 1 critical subject
o Concerned about coverage

“l think having the [documentation] will help them be more effective, faster,
because it will give them a guideline of what to do. ... So instead of sitting there: ‘I
don’t even know where to start.’ It’s: I’'m looking for connections on odd ports.
That’s my first thing. And that’s how I’'m gonna learn to build my first queries.”

S
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RQZ2.3: What features indicate expertise to
government TH team members?
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RQ2.3: Features that indicate expertise

# subjects who # subjects who
Feature spoke positively spoke negatively
(# orgs) (# orgs)
Experience and
number of missions 6(3) S (2)
Certifications 2(1) 7 (3)
Domg cybersecurlty 7(2) 1(1)
work in personal time

Training 3 (2) 4 (2)

@ Personality 5 (2) 2 (1)
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Experience and number of missions

e 06 subjects spoke positively of this as a metric for expertise
o Spoke hesitantly - indicating a general rule not an unbreakable law

e 5 subjects were critical
o Often gave examples of individuals

“You ... have people who’ve been on a hundred missions and they just don’t have
the aptitude or the thought ability. You also have people who have never been on
a mission who have the aptitude and who are gonna outperform people who have
been on 20 missions. ... The biggest <hesitates> there is a correlation between
number of missions and analyst success. | would say there’s very little correlation
between ... [lists other factors]*

S
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Certifications

e 2 subjects spoke positively of this as a metric for expertise
o As a baseline only
e 7 subjects were critical

“Certifications | think are a good baseline, but not what should necessarily be used
beyond that. It's good to know people have, you know, your [name of cert] or
[name of cert] or at least some sort of "coming in baseline"” where they understand
a little bit, but experience actually being on a network, threat hunting [is] more
valuable once you’ve gotten that baseline. ”

S
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Doing cybersecurity work in personal time

e 7/ subjects spoke positively of this as a metric for expertise

o 4 potential expertise
o 2 actualized expertise
o 1 both potential and actual expertise

e 1 subject was critical of off the clock work as a measure for expertise

“I think it’s a good metric for passion. ... | think passion means you can go faster or
advance faster. ... The person that’s just sitting on their computer, researching
networks all night might get there faster than somebody that does it on clock. ”

S
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iIscussion and Future Work
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For Researchers: Process Evaluation

* Relies
primarily on
automated
alerting

e Little or no

routine data

collection

¢ [ncorporates
threat
intelligence
indicator
searches

* Moderate or

high level of

routine data

collections

HMM2

Procedural

N

¢ Follows data
analysis
procedures
created by
others

e High or very

high level of

routine data

collection

¢ Creates new
data analysis
procedures
¢ High or very
high level of
routine data
collection

Source: D. Bianco, A Simple Hunting Maturity Model, en, Blog. [Online]. Available:
http://detect-respond.blogspot.com/2015/10/a-simple-hunting-maturity-model.html .
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For Researchers: Cyber Threat Intelligence

HMM2

Procedural

HMM4
Leading

* Relies ¢ Incorporates ¢ Follows data ¢ Creates new ¢ Automates
primarily on threat analysis data analysis the majority
automated intelligence procedures procedures of successful
alerting indicator created by * High or very data analysis

e Little or no searches others high level of procedures
routine data * Moderate or e High or very routine data e High or very
collection high level of high level of collection high level of

routine data routine data routine data
collections collection collection
\ J Y

Source: D. Bianco, A Simple Hunting Maturity Model, en, Blog. [Online]. Available:
http://detect-respond.blogspot.com/2015/10/a-simple-hunting-maturity-model.html .
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For Researchers: Cyber Threat Intelligence

¢ [ncorporates
threat
intelligence
indicator
searches

e Moderate or
high level of
routine data
collections

Source: D. Bianco, A Simple Hunting Maturity Model, en, Blog. [Online]. Available:

@ http://detect-respond.blogspot.com/2015/10/a-simple-hunting-maturity-model.html .
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For Researchers: Develop Automation
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S

¢ Creates new
data analysis
procedures
¢ High or very
high level of
routine data
collection

Source: D. Bianco, A Simple Hunting Maturity Model, en, Blog. [Online]. Available:
http://detect-respond.blogspot.com/2015/10/a-simple-hunting-maturity-model.html .
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For Researchers: Deve

op Automation
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Source: D. Bianco, A Simple Hunting Maturity Model, en, Blog. [Online]. Available:
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For Practitioners: Use TH Frameworks

# Subjects who used the

TH Frameworks framework (# of organizations)

Mitre ATT&CK 11 (3)
Hypothesis Checking 8 (3)
Lockheed'’s Kill Chain 3(2)

Pyramid of Pain 2 (2)

S
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For Practitioners: Use TH Frameworks

# Subjects who used the

TH Frameworks framework (# of organizations)

Mitre ATT&CK 11 (3)
Hypothesis Checking 8 (3)
Lockheed'’s Kill Chain 3(2)

Pyramid of Pain 2(2)

S
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For Practitioners: Use TH Frameworks

A eTough!

Tools = eChallenging

Network/ ;
Host Artifacts | *An noying
Domain Names eSimple

Source: Davidjbianco, Enterprise Detection & Response: The Pyramid of Pain, Mar. 2013. [Online].
E Available: https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html .
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For Practitioners: Use TH Frameworks

HMM2
I Procedural
* Relies ¢ Incorporates ¢ Follows data ¢ Creates new
primarily on threat analysis data analysis
automated intelligence procedures procedures
alerting indicator created by * High or very
* Little or no searches others high level of
routine data * Moderate or e High or very routine data
collection high level of high level of collection
routine data routine data
collections collection
# % R

Source: D. Bianco, A Simple Hunting Maturity Model, en, Blog. [Online]. Available:
http://detect-respond.blogspot.com/2015/10/a-simple-hunting-maturity-model.html .
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For Practitioners: Use TH Frameworks

HMM2
Procedural —y ——r
N N\
* Follows data e Creates new
analysis data analysis
procedures procedures
created by * High or very
others high level of
* High or very routine data
high level of collection
routine data
collection
. 7 . i

Source: D. Bianco, A Simple Hunting Maturity Model, en, Blog. [Online]. Available:
http://detect-respond.blogspot.com/2015/10/a-simple-hunting-maturity-model.html .
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For Practitioners: Use TH Frameworks

Manual Analysis Loop [ Compare to
known IOCs
| - and RFl to
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' I
Source: Davidjbianco, Enterprise Detection & Response: The Pyramid of Pain, Mar. 2013. [Online].
E Available: https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html .
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For Practitioners: Balance Resources
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For Practitioners: Balance Resources

®
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For Practitioners: Balance

Resources
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Questions?

Thank you for your attention
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1st Lead 3rd Analysis
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Establish Baseline

Indicator based
Analysis

Anomaly Based
Analysis

Behavior Based
Analysis
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Investigate related

Ignore further related |

activity

Nommal Activity
|

activity, block  [€-Abnormal Activity—|

protocols/ports

RFI to Network
Owner (Is this
Normal?)

T

»!
P

ID
Connections/Activity
outside normal ops

le—

Map Network
(Prioritize Critical
assets)

Classify Subnets
(DMZs, PII, OT)

.| ID Critical Services
inbound/outbound

Network Owner
Agreement/Logistics

b 4

Collection/Taps/EDR

Install Data

False Positive

/'

/

A

[—Tune IDS/EDR—>|

Triage IDS/EDR

Trace Network Data

Alerts True Positive to Host/Pull Host »  Host Forensics
Image
' v
Reimage sy RFI to Network
Hosts/Update ;’ace 'img'z/i”" le—abnomai—|  Owner (Is this
Firewalls orensic.Evidence Normal?)
Normal
A 4

Tune IDS/EDR
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Expand Focus
TTPs Associated

—> Threat Intel

Y

Scoping - Terrain ID
\ Mission Engineering Alerts
Network Sensors 4| Deploy Sensors 5 10Cs > Start IR
Host Agent "l Deploy People & TTP: =
ey —— /' Integrate Engineering

Scoping Hypothesis
Crown Jewel Analysis
Critical Systems

——>»{ Proactive Hunting »
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Intel

Y

APT

h 4

Past Activities

h 4

Customer Meetings

Y

MTS Open Source
Research/
Mitre
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h 4

Sus. Processes/
Spreadsheet related
to Mitre

h 4

End
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Sensor Placement
(at least 2 weeks out)

Y

CPT on scene
(0 day)

Baseline
(1-3 days)

Data
(3-12 days)

Y

Qutbrief
(13-14 days)
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Baseline

Hunt and
Report

Write Report
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